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SUI/SURY 



Chapter I outlines the great need for continued 
security precautions in hcuidling the special infor- 
mation derived from communication Intelligence activi- 
ties* In Chapter II the story of the modern develop- 
ment of cryptography, cryptanalysis and traffic analy- 
sis is told to, demonstrate the Increasing complexity 
of codes and ciphers during the past generation, and 
the consequent difficulties of deriving intelligence 
therefrom. This fact has necessitated the infltix 
of a large number of persons into U.S, Army and Naval 
Communication Intelligence organizations, since the 
carefully selected few of pre-war times could not 
cope Y/ith the tremendously increased traffic. 

Rapid expansion has made the problem of 
continued security even more pressing now than ever 
before. A detailed story of the publicity leaks 
concerning the success of communication intelligence 
in various nations has been outlined* to cover the 
post-war period from 1920 to 1930, the Yardley era 
from 1931 up to the outbreak of the /.merican-Japanose 
war, and finally, the present period in which the 
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most dangerous publicity leaks have occurred. Humer- 
ous Instauces have been cited to indicate the great 
need for improved legislation to protect the security 
of cosimunicatlon Intelligence activities in the 
ITnited States. 

Chapter III discusses the effects of publicity 
leaks on United States* cz^'^ptanalysis and traffic 
analysis^ with particular reference to Japanese 
security, precautions after yarclley*s disclosures in 
1931 > and with special eiapiiasis on the developiaents 
resulting from the unfortunate publicity concerziing 
the Battle of Midway 

Present legislation pertaining to security 
violations is analyzed in Chapter lY, and certain 
deficiencies are discussed. Cliapter Y suggests the 
inclusion of certain provisions in the proposed now 
legislation, and Chapter YI proposes that joint 
legislative action be inaugurated simultaneously by 
the English-speaking powers, if not all the United 
Nations, to protect the valuable sources of military 
and naval intelligence developed in this war. 

A proposal for the establisimient of a Joint 



2 



j... . ■■ . 



DOCID: 3263556 



Military Intelligence RevieTfing Connission to review 
all publications discussing sources of military in- 
telligence is Bade in Chapter VII. The creation of 
a special reviewing coanittee, comprising a few out- 
standing individuals of different political beliefs, 
some representatives from the press, and military 
and naval officers, is the only certain means of pre- 
venting disclosures Vt-hich will reveal the source of 
operational intelligence. 

Chapter VIII discusses certain considerations 
. in procuring new legislation, and points out that 
both Interventionists and non- interventionists in 
Congress v/ill support a v/ell-consicered plan for 
protecting an activity that has served as a scouting 
arm for ovir fighting forces in providing more accu- 
rate information concerning the enemy’ s intentions 
at less cost than any other form of intelligence. 
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.. I. ■ 

Purpose of the Renort 

This report has been prepared for the infor- 
mation of those in high command who have been charged 
with the direction and coordination of the communica- 
tion Intelligence organizations of the U. S, Amy and 
Havy* The very nature of the work involved in the 
operations of these organizations has made the pres- 
ervation of secrecy an iiaportant consideration. Un- 
authorized disclosures of their activities have . 
jeopardized, on several occasions, the results of 
many years of arduous research and have endangered 
the safety oi our armed forces, who at times have 
been dependent in great part on communication intel- 
ligence for information concerning future operations. 

In vier/ of the ever present danger of a dis- 
closure in post-war times when military censorship 
will have ceased fjad most of our personnel vrlll 
have been demobilized, it was deemed advisable to 



acQuaint- higher authorities who need to know with 

details of the serious security problem to be solved. 

For this reason, an historical resume of some oi' the 

famous publicity Ica.’Cs of tlis past generation has 
been included in this rcucrt to cema’sstrate the need 
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Tor greater security precautions at the end of this 
war. An analysis of current legislation, pointing 
out some of the deficiencies therein and suggesting 
some provisions which may be acceptable to higher 
authorities for incorporation in a new law, has also 
been provided as a basis for further action by those 
responsible for the procurement of new legislation. 

It is recognized that a satisfactozy solution 
of this problem will probably encroach upon the free- 
dom of the press and freedom of speech. The issues 
at stake are so important, liowever, that some action 
must be taken in the interest of national safety. 

The value of cosmaunication intelligence will not dis- 
appear with the cessation of war, for a review of the 
important information supplied to governmental authori- 
ties from this source prior to the war makes it obvious 
that the U.S. Army and Naval Cosinunication Intelligence 
organizations must continue to be a valuable asset to 
the prosecution of the national policy in the years 
to come. 

While the needs of the Army and the Navy will 
not be so pressing in times of peace, the recuironer.ts 
of the diplomatic and economic fields must be net. 

One importiUit factor, v/iiich lias further empiiasized tiie 
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need for adequate protection from publicity, is that 
cryptanalysis has advanced beyond the pen and pencil 
stace, and in order to pursue it successfully in 
the future, complicated, expensive aachinery and 
considerable numbers of highly trained personnel v.'ill 
be necessary. For these reasons everj^ possible pre- 
caution must be taken to ensure the preservation of 
this valuable aid to our national safety. 
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Historical 3g.ck<;rouna Of Unauthorized Pu>:licity 
.■ Coi^t^erning Coaitunl cation IntelliKence Success 

1* Modern Develocstent of Cryotonrarihy. Cryptanalysis ^ 
&ng ■rro.i'ric iluc-.lTt>is 

The increased importance oi' radio in modern 
cojaauiilcations as a channel lor the conveyance of im- 
portant military, diplomatic, and economic Iniorma- 
tion has hecoae apparent Trith the growing tempo of 
modem life, Ko othtr medium can rival the speed of 
radio in instantaneously relaying important decisions 
of commanders to their svi'iftly moving subordinates, 
scattered over widely separated areas* This fact ex- 
plains. the tremendous growth of communication intelli- 
gence organizations in every large nation since the 
last vVorld tar. The discovery of an enemy's or poten- 
tial enemy's secret plans through radio interception 
has meant tremendous savings in men and money for 
many nations in recent wars, 

' Both cryptography ana cryptanalysis have 
reached new heights in the last generation. The suu- 
den aevclopnent of communicutiou intelligence empha- 
sised the ioportance of cryptanalysis, for not till 



the advent of radio could experts so easily obtain 
the mass of material necessary for proper research. 
Concomitantly with the progress of cryptanalysis, 
cryptography made a similarly noticcafale advance, 
since the fact that radio messages t/ere available to 
all who desired to intercept them necessitated the 
creation of extremely complex codes and ciphers. 

Thus, by a process of action and counteraction, both 
cryptography and cryptanalysis have made steady ad- 
vances s>ith first one and then the other in the lead. 
The ambition of every nation lias been to develop un- 
breakable ciphers for its own use and to solve every 
cipher in use by the enemy. Strangely enough, the 
decryption of enemy ciphers is probably the only cer- 
tain method of a country’s ascertaining the security 
of its o^m cipher system. Hence, the significance of 
modern cryptanalysis is twofold: 

(a) It has provided nore accurate intelligence 
concerning the enemy’ s intentions at less cost in men 
and money than any other form of intelligence; 

(b) It has served as a check on the securit;/ 
of a nation’s own ciphers and codes. 

It must be remembered, however, that the U, S. 
Army cjad Ifaval Commuiiicatiou Intelligence organisations 
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were created not to achieve success in the acadeaic 
field of cryptanalysis, hut to provide intelligence 
for operational authorities by means which may involve 
decipherment only incidentally. Traffic analysis, 
which does not possess the antiqiiity of cryptanalysis 
for it is as new as radio itself, is also an important 
phase of communication intelligence activity. 



2, £v.-p^n3ior. of Uiiited states Communicr.tion Intolli~ 
Rcnco Orruniza tiop.3 

The tremendously increased flov/ of enemy opera- 
tional traffic, -.Thich began v,-ith the outbreak of l-jiis 
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war, necessitated a great expansion of personnel in 
both the U*S. Army and Naval CoEizsioni cation Intelli- 
gence organizations. Consequently, many persons were 
introduced for the first time to activities which had 
long been deliberately hidden by strictest security 
precautions. In aauition to those who have hetn mem- 
bers of the Army and Naval Communication Intelligence 
organizations, many other Army and Naval personnel 
have become aware of tlie existence anc; operations of 
these organisations through the handling of 'intelli- 
gence which necessarily’’ had to bo dissemiiiatca to cer- 
tain operational commanders. 

Vi'ar cojTesponccnts and other publicists also 
have had an opportunity to come in contact with some 
of tills intelligence*, e.g., Stanley Jolmston who 
divulged the story behind the Battle of Midway, and 
Fletcher Pratt who has also written a booh on crypt- 
analysis. flirthermore , some nembers of the f.C.C., 
F.S.I., and State Department, and certain other 
civilian authorities xiave been cognizant of the success 
of American cryptanalytical agencies. It is estimated 



lletchc-r Pratt, nc Urrent; Tjio Btory; 

of Coac;-- ana Ji'ao .-iiLbon raoi;, liaiucn 

City, ivJvV '-ino -iystcriss of hia’..-ay", and 
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that at least 50,000 mexabers of the Army and Navy- 
have handled cryptographic naterlal, and several thou- 
sand Army and Haval personnel, exclusive of inter- 
cept personnel, have been associated vlth cryptanalyti- 
cal activities. The nnaber of those ?rho have handled 
the resulting Intelligence is not as large as those 
who have been engaged in processing the material, but 
even the disclosure of certain techniques would be as 
damaging as the revelation of actual intelligence. 

It is apparent, therefore, that a large niimber of in- 
dividuals possess kncT/ledge which would be extremely 
damaging to the national interest, if laade available 
to \Juauthorized persons. 

It should be pointed out that it is not possi- 
ble to hide the existence of large cryptanalytical 
organizations from experienced espionage agents. 
Furthermore, the enemy takes for granted, as we do, 
that every radio message transmitted in war time is 

* 

intercepted by hostile forces, who intend to decipher 
and read the contents, if possible. But IcnoTrledge of 
the success achieved by American cryptanalysts can 
and must be limited to only higher authorities who 
need to know. This is the objective which must be 
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attained in the future lest the source of much unique 
intelligence he destro 7 ed. Some examples of the dam- 
aging effects of puhlicit 7 on communication intelli- 
gence activities will be discussed in the following 
pages. 



3« Publicity Leaks Concornir.g Commimlcation Intelli- 
gence 

publicity in America concerning the success 
of Communication Intelligence in various nations seems 
to have occurred in three major sp\irts:- 

. A, The Post y/ar Plscloaures - which ran from 
1920 - 1930 approximately, 

B, The Yardlev Era - from the publishing of 
"The American Black Chamber" in 1931» up 
to the outbreak of the American-Japanese 
Tar, 

C, The Ameflcan-Jayanese War - v-hich occasioned 
the most dangerous disclosxircs of all, 

A brief study of each of these periods will be 
of value in mclerst^inding the need for strict secxirity 
precautions ?.'hich must be taken in modern ccmmimica- 
tion intelligence vrork. 



f 12 . 




1 



)OCID: .3263556 



Q 



■A.* Post World Y?ar T Disclosures 

The great interest sho>m in coamunlcation in- 
■ telllgence hy most nodern nations probably owes much 
to the revelations of such activity •which were made 
public during the years following \7orld TTar I. The 
information contained in this report has been gathered 
in the main from publications available in most pub- 
lic libraries, and has been set forth here to demon- 
strate the necessity of preparing to stop the antici- 
pated avalanche of post war publici-ty -which v^ill 
Jeopardise the activities of American intelligence 
agencies unless appropriate action is taken. 

1 . The Allies 
(a) France 

From the -writings of various French ex- 
perts it is knovm that the French entered the -.var in 
1914> thoroughly familiar with Gorman military codes 

and ci-phers and uitli lon;x experience in reading Ger- 

2 

man and Italian diplomatic messages. Excellent 
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2 — Tves Gylden, The Contribution of -il-.o Cryeto- 
prarhic ."-areern -|.n T:ho vo”lu "ar . ('Iranslarion 
of Caiii'tvL-i'ryaernas Insaiitr i \':irlca.:xget 
Till Lands), United C tares Gevernnent Print- 
' ing Office, \.d.shingtoii, 1935- 
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planning in tises of peace, splendid cooperation be- 
tween military and diplomatic leaders in regard to 
cryptanalytical assignments, and continuous research 
in developing the most efficient procedures resulted 
in great success for the French in anticipating and 
frustrating German attacks. 

(b) England 

The British Army and Naval Intelligence 
Departments had well-orscniaed cr3/ptanalytical bureaus 
during V/orid TTar I, and the continued stress placed 
by the British on the speedy collection of material, 
careful examination and selection, and a skillf\al 

s 

collation of all available sources of inforcation has 
stimulated other nations to foxlov? their example. 



2 (Continued) - Henri Cartier, ”Le Service 

c»ecoute pendant la Guerre’’, Padioelectrlclte ^ 

No. 16, 19;.3, p. 454; *'Le Eecret en Hacioteie- 
graphieH, F.acioelc-c-:riclte . No. 97, 1925, p. 445. 



Marcel Givierge, oQuestlons 
Nllltaire Francoise- . Paris, 
la ^ed m oignal Corp 
and iiay, 1926. 



de Chiffre*’, Pe\nio 
1924, ?• 409. TranS' 
s BxUlctin, March 



Xhe Living 4. re . L'ay 2, 1925, ?. 233. Mentions 
the inciasiit before tii.e tVorld V/ar when LL. Cati- 
laux, a French icador, cizclosed, through a 
careless reference, the success of French crypt- 
oanalysts to the Germans. An ihportc.nt source of 
information was lost for a time because the Ger- 
mans c::a:igcd their coco. 
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• Despite- the existence of the British Official 
Secrets Act of 1911, as anenoed in 1920, several books 
published in England have given rather detailed ac- 
counts of British coiniaunlcation intelligence activi- 
ties. Captain Ferdinand Tuohy discussed British 
methods of direction finding and code work in a book 

published in 1921. Even the rnainents of Tina and 

3 

R.F.P, were explained in this work. 

In December 1927, the ’’best kept secret” of 

the Great War was disclosed hy Sir Alfred Ewing, 

principal of the Edinburgh University, in a lecture 

entitled ”Sone Special V/ar fTork” which he delivered 

4 

to tlie Edinburgh Philosophical Institute, He told 

of the activities carried cn during ?i’’orld War I in 

the famous Eoora 40 O.B. of the British Admiralty, 

where German dispatches were deciphered. 

Four years later, in 1931, Sir Alfred Ewing 

added further details in an interview which was pub- 

5 

lished in America , As many as 2,000 messages a day 
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Ferdinand Tuohy, The Secret Co:"ns. London, 
John Murray, 1920, ;;u. 132-ivl. 

- Pally h::ov.'et;5. ■nMinhur-:; h. I 4 , 1937. 
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were deciphered in Room 40 with never more than 
twenty-four hours delay* One of the messages, dis- 
closing that . the Germans planned to raid the East 
Coast of England, led to the Battle of Jutland when 
Admiral Jellicoe, forewarned, moved his fleet to meet 
the German warships* Another publicist confirmed 
Ewing «s statement as to the Battle of Jutland by point- 
ing out that the Admiralty knew of the plans of the 
German fleet at least twelve hours before it moved 
from its base. Admiral Jellicoe put to sea at 5:40 

P.^* on Jiay 30, 1916, atxd the Germans did not weigh 

6 

anchor until 3:00 A.Ii., Jiay 31, 1916. 

According to E'.?ing, Room 40 dealt with diplo- 
matic ciphers as well as naval dispatches, and, there- 
fore, was able to give v:arning of the Easter rebellion- 
in Ireland, as -well as information of German activity 
in Persia, Probably the most important exploit of 
Room 40 O.B. was the decipherment of a message sent 
on January 16, 1917, by Dr. Alfred Zimmerman, Under- 
secretary at the German Foreign Office, to von Eck- 
hardt, German Minister to Hexico. This message re- 
vealed a German proposal for an alliance with iiexico 
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on the grounds^ that after the war Mezico vould re- 
ceive the territory of New Mexico and Arizona which 
she had lost in 1848. As Ewing remarked, the publica- 
tion of this message was decisive in converting Ameri- 
can opinion to the necessity of war. 

The complete details of the interception and 
decipherment of this message uiay be found in. both 
English and American publications. The memoirs of a 

former German Naval Intelligence officer, von Pinte- 

7 

len, were pubiisiied in London in 1932, and official 
correspondence dealing with the Simrieraan affair 
were disclosed in the memoirs of the former American 
Ambassador to England, 7, -alter n. Page, published in 

s 

America in 1925. 

Von Rintelen was captured during the ?/ar by 
the British on his v/ay bach to Germany from America, 
and he then learned from Admiral v:nii£m Reginald 
Hall, the Chief of British Ilaval Intelligence , that 
the British had kn.o-:vn Germany’s five ways of sending 
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Captain von Pintelen, P--- 
Pe;~inlscences of a Car 

hence uxhi jcr. Lovat Dic.vson 

St., L oi; V on , 1933 . 
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information to, America or Mexico, and had Intercepted 
and deciphered messages sent by ail five routes. 
Furthermore, Admiral Hall disclosed the radio decep- 
tion methods used in eliminating Admiral Speeds squad- 
ron at Falklands on December 8, 1914 • ^ newspaper 

article by Hector 3y\7ater in 1934 cited testimony 
from two British intelligence officers in confirma- 
tion of von Rintelen* s story concerning the secret 

9 

bacliground of the Battle of Faliclands, 

Mr, Bywater, who was one of the world* s best 

informed writers on naval affairs, published many 

special articles and books on the English lla.vy, 

severc’.l of which discussed British direction finding 

and cryptanalysis, and especially the work of Room 
10 

40 O.D. 

Captain H, Landau of the British Secret Ser- 
vice wrote In 1934 of his World <Var activities in 
setting up information posts in Holland to obtain 
data on train movements in Belgita and occupied 
Prance, Indirectly, lie v/as of great assistance to 




Hector C. hyv/ttcr, fheir 

Loudon Constable and Co*, Clulill. 
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Room 40 0.3,, because his organization obtained a 

copy of every clphereo telegram sent out of Holland 

by the German Legation, the Consulates, anu other 
11 

German services. Furthermore, even before the war 

' broice out, according to Lora Fisher* s memoirs, the 

British had a bureau established in S^rltzerlana to 

12 

collect foreign code telegrams. 

One of t^he sources concei’ning British communi- 
cation iiitelligeace activities in Y/ox*ld War I v/as the 
book written in 1935 by Hugh Cielsna Hoy, v.ho became 
Secretary to Admiral (then Captain) V/, R, Hall Just 

• after the latter had become Lirc-ctor of Naval Intel- 

13 

ligcnce in October 1914* He told of the origin of 

Room 40 0,B, at the Aumiraity, deScx'ibed soae of its 

exploits, and then, ironically enough, stressed its 

great enpixasis on secrecy , as follov;s: 

"Of it, /Room 40 0,3jj 7^, too, the late 
Earl Balfour said: 

*To Room 40, the country ov/&s an imme:ise . 
debt Ox gratituae - a ce'ct v.iiicn at the 
time, at least, coulu never be paid. 




11 - Henry Landau, All's Fair: fa 

Rritich icc;;et 




- Iv^i, 

12 - Gylei;n, op., cit . . p, 20. 

13 - Hugh dl-'.ieno hoy, / 0 0 » ~ . := r 
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, Secrecy vr^s of the very essence of the 
woric, and never was secrecy aore success- 
fully observed. * “ (14) 

One of the most interesting accounts of Bri- 
tain's cryptanalytical activities in the last world 
War can be fomd in the testimony brought forth be- 
fore the Mixed Ciaims Commission of United States and 
Germany in regard to the disasters at Black Tom, N.J. 

on July 29-30, 1916 and Kingsland, N.J. on January 
15 

11, 1917. Admiral Hall of British Haval Intelli- 
gence supplied the texts of many intercepted messages 
to demonstrate the knowledge of the German Government 
in regard to the activities of its sabotage experts. 

Thus, much of England's secret war activities 
were disclosed not by espionage agents but by the 
books and newspaper articles of its own nationals, 
with some revelations by outside sources. 

(c) Pussla 

The Kussians entered the World War very 
badly prepared for military cryptography and crypt- 
analytical work, though long experience in success- 
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fully decoding. Turkish, British, Australian, and 

Swedish diplonatic codes and police work against the 

Nihilists had necessitated cryptanalytical research. 

Despite all this backgromd, it seens from the slight 

evidence available tliat very little Mlitary crypt— • 

analysis was done by the Russians in World War I, 

though they did solve sone of the German codes. On 

the other hand, lack of security precautions helped 

the Germans to decipher Russian codes. One reason 

for believing that the Russians did not achieve much 

cryptanalytical success arises froa the fact that the 

Russians were unaware that the Germans were reading 
17 

their codes. 

(d) Italy 



Before the first World Y/ar, Italy had 
done little to develop its cryptanalytical bureaus, 
and there is no published evidence to prove that she 
was any better dm:ing the war.- This situation is dlf- 
' ficult to understaiid because of the traditional in- 

terest of Italian scholars in cryptograms and crypt- 
analysis. Ilore intensive research in Italian libraries 
than has been possible in drawing up this report would 
probably reveal further details of Italyts crypto- 

17 - Gyld4n, cjj. cit . « •n, 69 , 
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graphic and ciyptanalytical efforts in Vlorld V'ar I, 

,2. Central Po-?ers 
(a) Gerrjenv 

The GsrEan Army, Navy, and 'ministry of 
Foreign Affairs had cryptanalytical hureans before 
’7orld 'Var I, but inadequate and ill-* trained personnel 
had nade competent research inprecti cable. Coaeared 
iv'ith the French, they vere rauch inferior In that they 
lacked a centralised organisation, /ere 's?ithout expert 
leadership, and because of insufficient research ere 
not prepared to cope' ivith the problems involved in de- 
ciphering French ^odes, Furthermore, errors and 
omissions discovered in German conaunications permitted 
the French to solve German messages vei^'’ easil}''. 

In the late years of the oJ&r, after a difficult 
period of self traininpr, the Germans became much sore 
adopt in cryptanalysis. A British "Titer stated that 
the Gomans -vere overhearing British signals and virs- 
less conversation after 1916, and nere thus al' ays 
prepared -'or British attacks during the last years of 
the v;ar,^^ 

After Sir .Alfred I’v.'lng had disclosed the rorl; 
of Boom 40 during the "orld '.-ar, an announcement re- 
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vealing the corresponding German department appeared 
ill the Vossiche Zeitnng . The article described the 
deciphering of intercepted British signals in a myste- 
rious wireless station, sxirrounded by barbed wire on 
a lonely moor near Heiiaenster. This story was con- 
firmed by a former German wireless officer, Lt. Comdr« 
^ 1 ' 
M* Kraschutsici, who belonged to the Keumenster staff. 

It is believed, hov/ever, that tliis Bureau was not 

successful in deciphering British IJaval dl snatches 

20 

until some time in 1916, though it is known that at 

the outbreak; of the war. Admiral Spee knew because of 

intercepted British messages that he v/as being shad- 

21 

owed by British cruisers. 

On the Russiein front, the Germans were much 
more successful owing to Russian communication de- 
ficiencies. The Germains knew -as much, if not more, 
tnan some of the Russian commanders about iIosco»v*s 
plans for the Battle of Tannenburg, Germany had 
still better success with diplomatic secrets for they 
were able to read the messages of Major Langhorne, 
the American Military Attach^ in Berlin, it rill be 



19 .- London Times ^ JTan. 3, 1928. 

20 - G/iden, cit_ . . p. 43. 

21 - Von hlntelen,, o^. clt . . o. 34 , 
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renembered that the Geraans had arranged to send these 

.dispatches for Major Langhorne who wished to keep then 

,froa falling into the hands of the British. In the 

process^ the Gercans were ahle to rewrite the Aneri- 

can Attache* s dispatches with a pro-Gennan bias. It 

may be presxmed also that their experts were able to 
^ . 22 
3f®ad the messages of other nations. 

■ (b) Austria 

According to General Eonge, Chief of the 
Austrian Military Intelligence Service during World 

1/ cryptography had been much practiced in A.ustria, 
but cryptanalysis was entirely unknov/n until 190S, 
when he began to work on intercepted Italian Naval 
dispatches. Messages of other coimtries had been de- 
ciphered for years, but solutions bad been obtained 
by acquisition of the codes through espionage rather 
than by cryptanalysis. However, in 1918 the Evldenz- 
bureau of the General Staff was re-organized, and 
efforts Were made to stimulate cryptanalytical activi- 
ties. 



Despite its inadequacy at the beginning of the 
war, the Evidenzburoau gave many Austrian officers an 
opportunity to analyze Russian systems and, as a result 



22 - Ibid .. 
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of their specialized training, they ?/ere able to 



, solve Russian ciphers much more quickly than the Ger- 
mans* As the war progressed, the Austrian bureau ex- 
panded, and- a French source states that in February, 
1916, at least 26 cryptanalysts v/ere employed in the 

23 

Vienna office alone. 

Austrian military commanders •sfcre well ay.'are 
of the value of the information supplied them by this 
bureau, and Von Glaise-Horstenau, Chief of the War 
Arciiives in Vienna, Privy Councilor, and former offi- 
. . cer of the Austrian General Staff, stated tliiat if 

Austria had not been able to read Russian radiograms, 
it v/ould most probably have lost the ;var as early as 
in the winter of 1914-1915. 

3. United States 

. Very little v/as known by the American public 
about its cry]>tanalytical agencies until the time of 
Yarciley* s disclosures ox’ 1951. Lieutenant Colonel 
V?alter Sweeney, U.S. Army, reported in a took written 
In 1924 tixat during V.orld Y/ar I the code end cipher 
section of the Intelligence Service at American GHQ 
had demons tro tea that any code or cipher coula be 

23 - GyldLn, £T). cit . , p. 22 . 
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read, if sufficient tliae Tiere granted, A ne^^spaper 
article in 1920 discussed the activities of G-2 and 
Room 40 0,B. in intercepting and decoding Geraan 

25 

radio Messages , However, public attention was not 

focused on Anerican cryptanalytical activity xintil 

26 

Herbert 0, Yardley, foraerly of the G.S, Amy, broke 
the seal of self—inposed silence which governs the 
activities of most cryotanalysts and •oublished Ms 
fanous *^The Agerica-n Black CVianber^* « 



24 - ht. Col. V'alter C. Ev;eeney, Mllltar-.- 

gence; A i'Te^-7 T.-'ea:;on In i.ar . rred A. dtokes, 

II. Y., 1924. 

25 - Sunday ST.--R . Y;asMngton, D.C., Apr. 13, 1930, 

Hagaaino Section, p. 5 

26 - Major Yardley had resigned his conmission in 

the U.S, Arny Keserve before suciaitting the 
articles for publication. 

27 - Herbert 0. Yaruicy, >’Tbie iVaevienn TPlroV: 

Chr.nhori Bobbs-Yerriii Company, Indianapolis, 
1931. 



26 



|)OCID: 3263556 



t 

} 



B» The Ye.rcilev VIts. . • ‘ 

1* yarciley* s Pevelations 

Early in 1931 > the Saturday 'Tvenlng Post ., a 

weekly magazine of trenencious national circulation, 

published a series of articles by Tardley which 

frankly disclosed the existence of cryptanslytical 

, organizations in various countries, and discussed 

their methods, successes and failures, Ana3.ysis 

of the diffex'ent types of ciphers and codes in use 

by these nations, with unflattering criticism 

, directed at the U.S. Department of State, was one 

28 

of the principal themes. 

The articles v/ere then published in book form, 
entitled ’- The >r:ericgn BlacV: Chanber **. Yardley stated 
that his organization, which had been established in • 
1917 and had worked in secret until 1929, had solved 
over 45,000 cryptograms during that period. At one 
time or another, it had broken the codes of Argentina, 
Brazil, Ciiile, China, Costa Rica, Cuba, /^merica, France 



28 - Herbert 0. Yardley, ’-Secret Inks” tv-vonv 

”ve-nivr ?ngt . Piiiladelpiiia, Vcl. 203, Ho. 4^, 
Apr. 4, lv31; 

”Coc-.es”, Ibid . . Yol.. 203, ITo. 42, Apr. 18, 193 
’’Ciphers”, ioid. . Vol. 203, Ho. 45, Hay 9, 193 
”Cryptogr<sic and Tjioir Solution”, Ibid ♦ . Vol. 
Ho. 73, Hov. 21, 1941. 
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Gerusany, Japan, Liberia, Mexico, Panama, Peru, Eussla, 
San Salvador, Canto Eoningo, the Soviet Urdon, and 
Spain. Ftirtliermore, he revealed that all Japanese 
code messages received or sent by the Japanese repre- 
, sentatives during the TJashington Naval Conference had 
been read by .American cryptanalysts. 

The boo3< created a sensation in both America 
and in Japan, In addition to a Japanese translation 
in book form \?hicli apparently was subsidized by 
Japanese militarists, tv:o Japanese nev;spapers ran a 

serial translation, and headlines called attention 

. 29 

to American ti'eachery at the 7,'ashington Conference, 

In America, the book received much attention in the 
press, and many book revisv;s disseminated his dis- 
closures even raoro widely; thus, hundreds of persons ■ 
who had never read Yardley’s story were made av;are 
of its revelations. 

Yardley wrote tv/o other articles lata in 1931. 

One dealt with the ciyntanalytical activities of the 
30 , 

British, and the other attempted to explain ld.s 



29 

30 
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Baltimore . Aug. 1C, 1931. 
Icy, '’rouble crossing 3merlc-'> 
B.Y., Oct, 10, 1931, p?. 3d' 
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31 

aotxves for revealing govetnaerit secrets. The first 
article aisciissed British nethods in obtaining every 
dispatch entering or leaving England, and the second, 
severely criticising the State Bepartnent^s inadequate 
ciphers, explained that his book had been, intended, 
to expose Aaerica^'s deficiencies in the field of 
cryptography trith a view to stimulating the develop- 
Bent of new codes for the preservation of national 
secrets. 

Hollywood eventually nade a picture called 

31A 

"Rendezvous** based on a novel by Yardley, and as late 
as March 1942, the Havy Tepartnent had to request 
tiizt the "AffieriCcxn Black Ciiamber** not be republished. 
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2. Pre-V.'ar Publicity 

In 1934 end again in 1937, newspaper stories 
discussed the activities of several iusierican crypt- 
analysts wiiose existeriCG had. been disclosed when called 
upon to testify in court as governmenu witnesses, or 
when discussed in civil service newspaper columns. 
Public attention was thus drawn to the Arny*s, Havy*s, 
and Coast Guard's cryptanalytical units. 



31 - 
31A- 



H-?rbei*t 0. Y.-^rdiey, "Arc e Giving Away Our 
Gts-te GecretsV". LiV.. -vtv ■ . Lee. 3.^, 1931. 
ilerberw 0 , l arc i ay . _ ■ Lovates? , h . , j 

1934* 
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A neT7spaper article in October 1939, annoimced 
that the F.C.C. had revived a Black Chamber to de- 
code all messages leaving the United States. A year 
later, the same columnist attacked the entrance of 
the F.C.C. into radio intelligence, pointing out 
that its staff had no experience or kno’-rledge covering 
lav enforcement or the value of military inforiTiation, 
and, in addition, it ;vas doing sonetiiing vhlch the 
Army, Uavy and Department of Justice vere perfectly 
equipped to perform. A very detailed article, 
describing the T?ar activities of the F.C.C. system. 



appeared in October 1941- Eleven counter-es '^icnage 
radio stations and more than eighty secondary mobile 
units vrere mentioned, and nev; antennae for use in 
fixing the position of transmitters and plastic discs 
for recording messages T.ere described 

All the foregoing examples of security vio- 
lations occurred during peace. Some "ere minor, some 
were serious. The most damaging disclosures :ere to 
occ\ir after the outbreak of 'ar on December 7, 1941* 

32 - Frarf^ C. "aldroo, V.'ashington Tir.r:'S~yera Id. . 

Oct. 1939. 

33- "■ TMf . . Oct. 7, 1940. 

34 ' Dos jiU'-iiules Tlr-.rs . Oct, 13, 1941. 
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C« Amerlcan-Jacs-fiese 
•' Pearl Harbor i-ftern.-^th 

, On the e.ay after the attack on Pearl Harbor, 
a Washington nerspaper, cuoting reliable informants 
: to the effect that the ’,7ar Department had succeeded 
in reading the Japanese code, indicated that Tokyo 
had probably suspected the decipherment of its codes 
and had neglected to inform the Japanese Ttibassy in 
Washington of its plans to attack Pearl Harbor so ss 
not to Tram 'Washington. T tto days later the same 
newspaper, speculating again as to vihether or not 
Japanese diplomats in ’Washington knev? in advance of 
the attack on Pearl Harbor, announced that the United 
States had solved the Japanese code in 1932, tut that 
undoubtedly the Japanese kna?r this, and in turn the 
U. S. had learned that they Voiew it,^^ 

Time :• ia ge_z 1 n e , early in 1942, reprinted a story 
concerning the F. C, C. vfnich had originally appeared 
in the St. Louis Post Dispatch. According to this 
report, the F. B» I. had teen stopped from seising 
an illegal transmitter in the German Embassy because 
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the State Department did not rant to Jeopardise the 
success of negotiations for the safe exchange of 
diplomatic personnel in Germany. The F« C, C. an— 
noxmced later that every message sent out from the 
German Embassy had fceen decoded, and, furthermore, 
the transmitter had teen Jammed at the beginning of 
every broadcast. ’7 

- A ner:spaper article in February 1942 attached 
the F. B. I.*s statement that peacetime restrictions 
had prevented the copying of all messages transmitted 
bet’S'een Honolulu and Tolzyo over comisercial radio 
circuits for several reehs nrior to December 7, 1941. 
It declared that the coumvinication service of the 
Navy and the signal service of the Army had hept 
commercial circuits bet~een Tokyo and Honolulu under 
constant surveillance and had given copies of all 
messages to the F. B. I, Senator Hariy.^ S. Truman, 
of Missouri, Chairman of the Senate Interstate Com- 
merce sub-cocnittee on mire tapping legislation, 
■informed the Senate that, notwithstanding the report 
of the Roberts Commission, the record would show 




January 5, 1942. 
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■ that ^vi.re tapping and interception of cessages "-'ere 
fully practiced prior to the attack on Pearl Harbor, 
Another onblicity l^ak occurred -vhen Leon 
Pearson on a r.Tutual Broadcasting Systea program in 
Febiniary 194-2 annoimced that one of the intelligence 
services of the Government had deciphered certain 
messages from the French T'est Indies - Hartinipue and 
Guadeloupe - vhich Indicated that German submarines 
. had been refueled from the small ports of the Atlantic 
coast of Guadaloupa,^^ 

As a. result of all the ne'-ispapar publicity at the 
- outbreak of the .■••ar ?-hich had been given to the crypt- 



analytical egencies of the U.S., many colleges began 
to inquire of the J^avy about the inauguration of cour- 
ses in cr;’'ptana lysis to prepare their students for 
rrar duties. All of the voluntary offers ¥"ere ceclinsd 
politely, because of the publicity \7hich *^ould accom- 
pany such courses. 

2 , p.r.ttle of '~~~'‘or e 

The most in ertant .publicity leak of the 
present "ar concerning communication Intelligence 



35 p Chester ''nniep', Tlr' a “■•■rmld . esViingtoa, l.C., 
T ■- b TV V. r V V , \ M A , 

39 - '-'\r ro’vrtm •-•.X r-c^io “efcraary - 6, 1942; 
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• ’ occurred in early June 1942, after the Battle of 

Midv7ay, ?rhen an article ap.oearing in three nev’spapers 
■ of very ^ride circulation disclosed that the U. S. 
navy kne-^ in advance of Japanese plans for an attack 
on Dutch Harbor in the /Icutians and -against .'iidray 



Island. - 

Indicating that the Ja anese had used a strik- 
ing force, a sup'>ort 'orce, and an occupation force, 
the article gave specific details of the nakeu‘> of 
each' enemy force. It ^as evident that the reporter 
had somehov*' acquired much of the infoi-mation T.hich 
D. S. Ilaval Conmuni cations Intolli';ence had disseiui- 
natod to a very f&v important commanders, and it as 
obvious to the experienced observr-r that such com- 
plete details of the enemy's plans co’-ild have come 
only from feci hc-red Japanese j2es3ag.::S. 

Furthermore, a radio broadcast of -'slter 



Tinchell on July 5, 194-^, statsd that advance 'movl- 
edge of the enemy's Ians had saved U. 5:. forces 

I 

from defeat on -v,’o occasio'. s. Anoth'r itor. 'rom his 
newspaper colui-in of July 7, lv7,2, announced that 




34 









' Colonel HcCornick‘s pep^rr in Chicago had divulged the 
• reason Cot American success at Hidray — the decoding 
hy the U, S. iJavy of Japanese secret messages. 

Mean’^hllSj an effort was made to indict those 
responsihlc for the original disclosure concerning 
Mld'.vay. On August 8, 1942, nevfspapers throughout 
the coiantry reported that the case %?as to he investi- 
gated by a Federal Grand Jury in Chicago, as a result 
of a preliainai ’7 inquiry iiade hy the Justice Depart- . 
' ment at the reccnjiendation of the U.E, ?fevy. Uilllari-i 
-,D. mtciiell of It’en for’:, former Attorney General under 
President Hoover, -as to direct the investigation of 
the Grand Jurj^ into any possible violation of a crimi- 
nal statute or of the Act of June 15, 1917, as amerced 
hy the Act of l;arch 23, 194'^, concerning the unlaw- 
ful cominunicaticn of documents or communications rela- 
ting to national defense,^ Ho-'evcr, damaging publicity 
was tJiG onl 3 ' result of the action since the Grand 
Jury failed to indict Colonel h'cCornicIc, Managing 
Editor James Loy ilolonsy, or Stanley Johnston, the 
reporter, 
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Two years later another publicist reported 
that Aaerican' cryptographers had broisen the Japanese 
naval code ^ust before the Battle of Kidway. Once 
again it was obvious that current security measures, 
presumably provided by present laws and voluntary 
censorship, would not accord sufficient secrecy for 
future cryptanalytical activities. 

3. State Derartn:ent Leases 

In 1942 , *^ 1107/ War Cemc ”. a semi-official 
review of American foreign policy from 1940 \mtil 
the beginning of the American-Japanese war, was 
published by Forrest Davis and Ernest K. Llndiey.^^ 
Purporting to be «an independent venture, critical, 
unofficial, and bearing no imprimatur", the book 
gave evidence that the authors had been given access 
to documents and confidential material which had 
not been made available to the general public. . Prior 
to the publication of this book, several chapters 
vrere first published in the Ladles* Eome Journal in 
July and August 1942. 

Jiany references were made in the book to 



O 



44 - Jolm Gerber, "The Secret Language of V/ar," 
Ferts . \'ol. IV, iio. 2, February 1944j 
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secret and detailed Information which the United 
States possessed in advaiice of several important 
events. Though it may very v/ell he argued tliat 
espionage reports providea the basis for this secret 
intelligence, certain references were so phrased 
‘that any experienced observer \ 7 ouid readily perceive 
the source of this information. The authors stated 
that the U. S. knev/ from "sources of proved reliabil- 
ity" that Hitler was pressing the Japanese to vali- 
date a secret protocol of the Axis pact of September 
1940, Yfhich called for war on the English-speaking 
•Powers under . specified circumstances.^*^ Discussing 
Japan's joining the Axis, the authors declared that 
American and British diplomats knev/ of this very 
secret decision of the Japanese almost as soon as the 
last member of the Imperial Council had voted. They 
also declared that President Roosevelt luid been 
closely adviced of the ramifications of the new 
alliance, and pointed to the existence of a secret 
protocol committing Japan to engage the English- 
speaking Po 7 /ers whenever the circumstances seemed 

46 - Ibid . . p. 9. 
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right to the AxIsA"^ 

In a chapter entitled "Warning to LIoscow", 
the authors stated that aldway in January 1941, ilr. 
Sunmer V^elles had warned Russian Ambassador Oumansky 
that Hitler’s araies would attack Russia in the 
following June* According to this book, the United 
States "knewP that the decision, to breach the Nazi- 
Soviet accord had been taken in Berlin. Two months 
later the Russian Ambassador inquired whether or not 
the United States had any confirmation of the report 
from Berlin, and he received categorical assurance 
that the United States possessed additional evidence 
of Chancellor Hitler’s intentions. The United 
States also aavised Russia that Mr. Hatsuoka’s chief 
- errand in Europe was the negotiation of a non-aggres- 
sion treaty v/ith Russia to free Japan’s rear for a 
war on the English-speaking Powers,'^^ 

In describing the reaction of American offi- 
cials in Washington to the news that Cernany iiad 
attacked Russia in late June, the authors remarked 
that neither President Roosevelt, Secretary Hull, 
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nop Hr, Ti7elles were surprised by the announcerient, 
for the event/ which shocked the public, had long 
been anticipated by both London and Washington, 
According to the book. Hr. Churchill for two Eonths 
had been practicing his faaous speech which promised 
full assistance to Kussie,^® Washington also xcnew 
that Hazi party strategists liad assured Chancellor 
Hitler that the Kussian venture wouia be aerely a 
brief detour, which would pernit Mia to return to 
the nain task of subjugating Lngland.^^ 

A decision of the Japanese laiperial Council 
on July 2, 1941, concerning an attack on Siberia, 
was given twenty-four hours later to Ambassador 
OumanSiCy by Suaner Welles, who also advised the 
Russian Anbassador a few days later that pressure 



was being exerted upon Tokyo for an early attacK on 
VladivostoK.^^ 

Pointing out that the Kazis believed that 
war in the Pacific would remove the United States 
as a formidable factor in the Atlantic,, the book 
declared tliat the United States govornaent was fully 




50 - Ibid . . pp. 233-239, 
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52 “ IMa. . pp. 247-24S. 



39 




OGID: 3263556 



aware "in surprising detail" of the nature, exigency 
and pace of the Gercian arguments leveled at Tokyo. 

The belief that iiarshal Goering disclosed the Japanese 
intention of attacking Pearl Harbor to Marslial Petain 
was held erroneous by the State Department because 
it had what it considered an accurate precis of the 
Vichy-lfa^i conversations a few hours after their ter- 
mination. 54 ^ 

4» Ksplonaf;e Disclosures 



Tno Bautle of SiJidviay publicity and the disclo- 
sures of " Eow V'ar Ca'ne" were not the only unfortmiate 
publicity leaks. In June 1941^ the B. I. arrested 
twenty-six men and thi’oe women, twenty-two of them 
German, on charges of conspiracy to undermine national 
defense hy acting as spies in transmitting to Berlin 
confidential information concerning many phases of 
national defense and shipments of military cargoes to 
Great Britain. Further details T.ere disclosed when 
the case came to trial in September 1941. A German 
agent, secretly working for the F. B. I., revealed 
details of a radio code in wliLc'n messages of the 




53 - Ibid . . p. 192. 
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espioaage ring were sent to Berlin, 56 a few months 
later Drew Pearson also discussea the secret code 
wsed by the German espionage rlng,^^ 

In September 194-2, a magazine article described 
American counter-espionage activities in uncovering 
illegal shipments of mercury from Llexico to Japan. 

The Mexican government had ordered a special customs 
examination of a Japanese freighter on the basis of 
“exact information" supplied by American intelligence 
agents. 

Much publicity has resulted from the discovery 
of Axis espionage agents in South America. Since 
1942 many articles in American newspapers and news 
magazines have mentioned the radio interception and 
cryptanalytical activities of American counter- 
espionage agencies. Most of this publicity emanated 
from the interception of clandestine messages by the 
Federal Communications Commission. A very revealing 
report, giving full details of the interception of 
clandestine radio messages transmitted from South 
America,, was published with official apj^roval in 



56 - N.y. Ti:-.os . Ser tenbor 9, 10, 12, 1941; 

Viashington X i-v.^s-Herwld . Sc-,., tern bar 12, 1941. 
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59 

July 1943* It not only mentioned the interception 
of clandestine radio messages, but it also gave com- 
. pletely doctimented appendices containing the deciph-' 
ered dispatches of Axis agents* Since these appen- 
dices were not printed in the Spanish edition of this 
volume, the responsibility for the unfortxmate pub- 
licity rests solely with a Unitea States* agency. 

One section of this report entitled ’’German 
Espionage Agents 5.n Chile”, outlined the irhole 
history of an Axis clandestine station in Chile, and 

, the texts of seventy-one intercepted and. deciphered 

60 

messages v/ere appended to the chronological story. 
Another section, entitled ’’Axis Espionage Activities 
in Argentina”, discussed four groups of Ao;is agents 
in Argentina, each one of v/'nich was operating an 
important clandestine radio station, A number of 
Intercepted and deciphered dispatches from these 
stations v;as also published. 

The fundamental difference of opinion in 
regard to the publication of intercepted material. 
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I 

which esists between authorities of the Comcnmication 

Intelligence organizations of the U.S. Aray and liavy 

and other agencies of the United States, cane to 

light in the follov;ing decision of the coiamittee: 

*'In view of the gravity of the charges 
made, which specifically describe acts 
conmitted by Axis agents against the se- 
ctirit.y of the He :ci sphere, it Is hi lily 
desira‘:le t-o oubliolt^'' to vuch infor-* 

natior:. r.s •. e-l'j. ;.:s :-.r.v oi.'or or i'-i'-O 
character . since it is cx great value to 
the collective defense of America.” (62) 

Furthermore, the Emergency Advisory Comsittee 

for Political Defense had already decided that the 

publication of this material had achieved its desired 

objectives, for it stated; 

”The realistic and practical signifi- 
cance of the Hosolutio'as approved by the 
Committee v.as corroborated by the inforna~ 
tion published and thus brought to the 
attention of the ilaerican psooles ana their 
Governments, w ( 63 ) 

Public attention was again focused on the 
Federal Communications Connlssicn Radio Intelligence 
Division in ilay 1944, ^hen newspaper articles described 
the activities of George E. Sterling, Chief of the 
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Division, in locating clandestine radio stations, 

Though soae attempt was niade to disguise the 
source of the intelligence by praising Latin Anterican. 
officials for arresting spies and seizing code books 
to nake possible the decoding of Nazi radio transmis- 
sions, earlier reports iiad stressed the cryptographic 
activities of this agency.. During a debate in the 
Senate, in Inarch 1944j Senator LTeade of New York, 
proposing that the Senate restore over two million 
dollars to the F. C. C.'s allotment in an appropria- 
tion bill, read a letter which referred to the ‘'excel- 
lence” of the F. C. C.’s cryptographic work, A dis- 
cussion of the meaning of “cryptographic” then took 
place, and Senator keade explained that it meant tte 
deciphering of codes. 

In June, 194-4 -a movie short entitled “Patrol- 
ling the Ether” produced by EGil in the ‘'Crime Does 
Not Pay” series, was sliov/n ail ovei* the country. It 
received much advance publicity and was seen by 
thousands of individuals before its run was coapleted. 
The script dramatised the activities of the F, C. C, 
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Intelligence Division, and for purposes of specta- 
tor interest, added certain. elements of suspense 
in dealing with espionage agents, T/hich are not part 
of its normal activities. The picture disclosed tint 
radio amateurs had been enlisted by the F. C. C, 

Radio Intelligence Division in a listening campaign 
against clandestine stations as early as 1940, and 
by 1944 seventy or eighty F, C. C. monitoring sta- 
tions were operating all over the United States. A 
map locating these stations was shown in the picture. 

The use of mobile radio detection units was 
demonstrated, as was the employment of a hand detec- 
tion set Called a ’’snifter”. In the course of drama- 
tizing the radio detection of a typical clandestine 
station, an F. C. C. representative %vas portrayed 
as pointing out that every enemy message had been 
intercepted and that jauiring by the F. C. C. had 
prevented rece:.tion of the messages. It also an- 
nounced that the clandestine messages were enciph- 
. ered rather than in code, and . that all the messages 
had been deciphered, ’"hen the enemy transmitter v.'as 
finally located, an F. C. C» Radio Intelligence rep- 
resentative used the enemy cipher in sending a false 
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message to German submarines to lead tbem into a trap 
set by Allied submarines and planes. The plctiire 
ended with a newspaper* s headlines announcing that 
the Navy had sunk several German submarines. The 
Impression v.as conveyed that the work of the F. C. C. 
In deciphering enemy messages and using radio decep- 
tion was the reason for much of the past success of 
the U. S. Navy in crushing German submarine packs. 

Though the picture was well done and was very 
interesting, since it dealt with the mysterious arts 
of radio direction finding, cryptanalysis, radio 
deception, spy himting and submarine cliasing, its 
evident purpose of publicity seeking conflicted vfith 
the long established policy of the Army and Haval 
Communication Intelligence organizations, wiiich for 
serious and historic reasons are definitely opposed 
to any publicity, even of a seemingly innocuous 
nature, concerning radio intelligence activities. 

5. Summarx 

This completes the brief analysis of the ti-iree 
principal periods during the last generation in wlxich 
communication inreiligence activities received much 
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imwelcoae publicity, Many unauthorized persons were 
made aware of supposedly secret organizations, and, 
what is more important, revelations concerning past 
achievements endangered the future success of Ameri- 
can cryptanalysts. In view of recent cryptanalytical 
successes, despite the many damaging publicity leaks 
which have already occurred, it may be thought that 
it matters little whether or not security precautions 
are maintaiiied at high levels. To demonstrate the 
falsity of this opinion, the next chapter will dis- 
cuss the effects of publicity leaKs on comnunications 
intelligence activities during the past few years. 
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Effects of Publicity Leaks 
on 

.U~»S» Cryntanalytical Activities 

During the past generation, every nation in 
the world has gradually become more conscious of the 
Black Chambers of other countries. Japan was no 
exception, and a study of its progress in security 
precautions during the past two decades demonstrates 
the accumulative effects of minor publicity leaks 
in complicating the problems of American crypt- 
analysts, 

!• Japanese Security Heasures 

Japan was very deeply disturbed over Yardley’s 
disclosures in 1931> and a series of assassinations 
of Japanese leaders, v/lio had been associated with 
the Washington Conference, showed the feelings of 
the militaristic elements. The most dangerous effect 
from the viewpoint of AmeriCeja crj”pt analytical 
agencies, was the great interest displayed by the 
Japanese in stricter ciyptograpMc security measures. 
Their dlplonatio codes were changed in 1932, and re- 
search on a machine cipher was accelerated, resulting 
in their adoption of tld.s technique in 1934. The 
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Japanese Havy became mucb more careful in their use 
of ciphers and codes, but fortunately, their general 
radio procedure was weak and the security of their 
call identities >?as not great* Though special codes, 
ciphers, and call signs v/ere used during war maneuvers, 
low standards of radio discipline compromised their 
calls, which were changed only at fairly long intervals 
In 1935 the Japanese Navy began to improve 
their radio tecimicue and about the time of the JapEn- 
ese Grand lianeuvers in 1937, a definite trend toward 
complete comnrunications security became evident, and 
constant progress has been made along these lines 
ever since. Improvements in circuit discipline, more 
frequent changes of calls, encipherment of si'iip-move- 
laent reports, a decrease in plain language messages, 

. interception of C.S. Haval messages, and a raising 
of the standards of Japanese Naval codes in 1939 



marked this period, 

Japanese diplomatic traffic from 1940 to the 
outbreak of the American-'Japanese war disclosed a 
constant effort on the part of all Japanese repre- 
sentatives to ensure greater communication and cipher 
security in the face of the cryptanalytlcal activl- 
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ties of other nations. Tokyo warned that various 
countries were increasing their Intercept facilities 
to obtain coded messages of other countrieSj and were 
using espionage and other means to acquire the codes. 

In 1941 the Japanese laid even greater stress 
on security measures, and certain ciphers and codes 
were removed from Japanese offices in the United 
States where a twenty-four hour watch could not be 
maintained. Worldwide courier systems were introduced 
and were operated at very fracuent intervals so as 
to ensure the safe transfer of important documents. 

The Japanese were suspicious not only of American 
and Allied agents, but also of German and .Italian 
cryptanalysts . 

Just before the attack on Pearl Harbor, the 
Japanese changed their most important naval cipher 
system — the Japanese Fleet General Purpose System— 
wliich usually had been changed every six montius, and 
was expected to be changed again on January 1, 1942. 
The change of cipher on Pecember 4> 1941, v.'as in 
itself a warning that something unusual was about 
to occur. 
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2*. After the /.ttack on Paarl Elarbor 



After tzar with the United States had begun, 
the Japanese continued to lay stress on the observance 
of security rules in cipher and connunication trorlc. 

Their success in decipiiering English 

codes stimulated their interest in tliis regard, since 
they suspected that the Bussians in turn were reading 
some Japanese ciphers. For some unexplainable reason, 
the Japanese were cuite certain that neither American 
agents in South America nor their Axis colleagues 
in Berlin could decipher t’ne Japanese machine code. 
Investigations in Sweden by Japanese agents strengthened 
their belief that no country vzas making any progress 
in solving cipher machine codes. 

The Japanese began to imitate the American 
practice of frequently changing call signs in A*pril 
1942, and in early L^ay 1942, the increased use of 
concealed addresses by the Japanese was noted as 
another obstacle Tor American traffic analysts. On 
Kay 23, 1942, the Japanese changed their Fleet General 
Purpose System in accordance v/itn their usual pro- 
cedure just before an important engacsi^snt. As a 
result, enemy naval dispatches could not be read 
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until some time later, but, fortunately, intelligence 
concerning Japanese intentions ?;as already in the 
hands of operational autJaorities. 



3* .After the Battle of KidTray 

It is more than mere coincidence that v/ithin 
a few weeks after the appearance of publicity relating 
to the Battle of Midway, drastic ciianges began in 
all Japanese codes and ciphers. There is no informa- 
tion available to disclose ’.vhether it was the original 
story in the Ciiicago Tribune, or the furor aroused by 
the abortive attempt to indict the persons, responsible 
for the story, or an independent espionage report 
which, caused Japan to learn of the decipherment of 
its codes. However, we do Icnow that in August-Sep- 
tember 1942> practically every Japanese code and 
cipher was changed, and a systematic effort was made 
to Improve Japanese secvirity in every respect. 

The Japanese Fleet General Purpose System 
changed on August 15, 194-2 after only two months of 
use, long before another modification was normally 
expected. Furthermore, strenuous efforts vere made 
by the Japanese to frustrate American traffic analysts. 
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Japanese 

attempts at radio deception, though not successiul, 
also indicated their aT?areness of Aaerican coEBiunica- 
tioxi intelligence activity. 

ifany nodifications were nade in Japanese 
ciphers after the war began. 
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4. - Sucinarv 

It is evident that revolutionary changes in 
Japanese cosmiunication security occurred after the 
Battle of liidway. Japanese imitation of TJ.S. Naval 
procedure was so successful that American traffic 
analysts have bad great difficulty ever since^ be- 
cause of the necessity of starting each day with no 
identified call signs. It is difficult to avoid 
i the conclusion that there was an unescapable relation- 

sliip between the publicity given to the success of 
U.S. Naval Coirununication Intelligence at iildtray and 
the swift cryptographic reaction of the Japanese in 
succeeding months. 

The seriousiiess of this situation must be 
. realized. Traffic analysis v;as considered by radio 
intelligence experts as the one means of obtaining 
information concerning the enemy when enemy dispatches 



could not be deciphered. If the Japanese suddenly 
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decided to revaap all their ciphers and call signs 
simultaneously, and coiild do this efficiently, 
American communication intelligence experts tfould 
be helpless for a certain period of time* Meanwhile, 
the Japanese might very, well make an attack on our 
forces. 

Although it may be said tliat no code or cipher 
except a one-time system, has as yet withstood 
determined attack by experts, recent publicity 



concerning the solution of codes and ciphers has 
resulted in such advances in cryptographic security 
that cryptanalytical solutions which once coiild be 
achieved by relatively few experts and by simple 
means in a short period of time, nov' reqiiire complex 
machinery, large forces of personnel and extensive 
time— consuming research. The problem of obtaining 
intelligence in time to be of operational value may 
soon be almost insurmountable. It is for this 
reason that American cryptanalytical agencies insist 
that something be dene to safeguard the security 
of their operations so that the enemy will not 
introduce further revolutionary cipher changes wiiich 
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^ : the acquieltlon of tlnely Intelllgenee 

.: • lapracticable. 

: . ’’hts ends the dlscnssion of the need for 

td prevent disclosures of the 
of Anericen cr/ptcnainioel agencies to 
; : . : ; unauthorised personnel. An analysis of present 

- indicating certain deficiencies, and 

■ minciag certain suggestions for a nan Ian, fill be 

treated in the following pages. 
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Deficiencies oi* Present LefrlsXation 

; • It 1 b evident froa the foregoing dlscnssion 

that several problems are involved in drawing up new 
legislation against the unauthorized dissemination 
of communication intelligence. The objectives of a 
new law would be as follows; 

1* Prevention of Army and Naval cryrtograohic 
or cryptanalvtical personnel from discuss- 
ing their activities either at present or 

; in the future.. 

’ 2. Prevention of xmauthorized dissemination 

; , 

of information relating to coicmunic&tion 
intelligence by military 'personnel not ■ 
engaged in cryptorirachic or cry^'^tanalvt i- 
cal activities , but who have acquired 
knowledge of this activity through their 
official positions, 

3» Prevention of disclosures by civilians . 

i 

'! ^P^^^3lists. war corresiondents . etc . , 

T/ho may have acquired knowledge of cryptc- 
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graphic or cryptanalytical actirities 
either tlirough their official position 
or by any other means. 

There are tvo aspects of the above problems! 
first, to prevent publicity lefucs, and second, to 
penalize then. The passing of a strong lavr- against 
the revealing of intelligence resulting Irom crypt- 
analysis should help to cut doY/n future publicity. 
The present laws, y/hich are inaaequate to accomplish 
the objectives described above anc Triiich appear in 
Army Regulations Ro. 3S0-10, are as follov/s: 

(^) Act of 15 J^une 1917 (lO titet. £17. as 
amended’) - prohibits the disclosure of 
any information directly or inairsctly’ 
to a foreign, government "dith intent or 
reason to believe that it is to be used 
to the injury of the Unitca States or to 
the advantage of a foreign nation", and 
peiializes the cisclosure of iniormation 
relating to the national uefense through 
Y^illful action or gross negligence on the 
• part of persons to -.vhoin it is entrusted. 
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(3) Exc-cutive Order 8331. 22 March 19i.C - 
defines military and naval installations 
or equipment requiring protection against 
the general dissemination of information 
relative thereto* 

(C) Act of 19 193A (iB Stat. UPS’) - 

prohibits any person from uivulgii'tg infor- 
mation obtained by intercepting any inter- 
state or foreign communicc^tion. 

(D) i'xecutive Order 9C66 - authorizes the 
Secretary of V«'ar to prescribe restricted 
military areas. 

(2) Act of 10 June 19S3 Stat. 122^ - 
prohibits disclosure oi any information 
concerning or derived from any diplomatic 
code. 

In addition to these lavs, the U. S. Army and 
Haval Communication Intelligence organizations admin- 
ister a special secrecy oath to all members by v.hlch 
a promise is made to maintain sec\irity at present eoad 
In the future. Copies of these oaths 



in the 'appendices. 



will be I'ound 
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The principal difficulty with the present 
Espionage Act is that to secure a conviction under 
the clause covering disclosure to a foreign nacion 
it is necessary to prove on the part of the accused, 
the "intent’’ to injure the United States, or ® reason 
to believe** that such injury v/ill result. Therefore, 
Yardley’s book or the Chicago Tribune story of the 
Battle of Llidv/ay would scarcely be x-'enaliZed under 
this provision. 

The clause aeallng with disclosure of Inforna- 
tion regarding national defense through gross negli- 
gence introduces the necessity of proving negligcncej 
e«g, deconstrating that the accused knev.' the value 
of the inf oraation concernea, vdiile the clause re- 
garding willful corrjEinxi cation restricts the Infor- 
mation protected to that pertaining to "national 
defense", besiues introducing the element of "Vi'illful" 
cocuaunice tion, which is not applicable to oruinary 
negligence. 



The Act of June 10, 1933, vdiich v;as passed to 
stop publication of Yardley’ s seconu book, states 
that a person 'ubiishing or fui-nisliing 

to another parson any official ai -lomatic coco, uiiich 
Y»as obtained while in the process of transmission 
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in the United States, may be punished. This law does 
not cover military ciphers or code, nor does it pre- 
vent publication of books or articles on the subject 
if no messages are quoted. - - 

It Is belfeved that the phrase “intent to 
Injure the United States" shoxild be eliminated from 
new legislation since tMs could scarcely be proved 
against any of cur personnel who revealed information 
to other than a foreign spy. As pointed out above, 
it would be difficult to prove a case against a 
journalist who might write a very revealing story 
of our cryptanalytical activities under the pretext 
of protecting the United States or defending the 
motives of an inuividual, as has happened. It is 
recognized, however, that because Congress may be 
disinclined to penalize unintcntioiial disclosures 
of our activities, omission of the phrase "intent 
to injure the United States" may not be permittod. 
Furthermore, it is doubtful whether Army or iiaval 
authorities v/ould care to prosecute in cases where 
inadvertent publicity resulted from non-malicious 
acts. However, somethin;; must be done to prevent 
deliberately sought-ior publicity, such as Yardley* s, 



wiiich disclosed our activities. The elimination of 
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the "intent” phrase would autonatically reduce the 
crime to a misdemeanor, for intent is necessary for 
a felony. 

Obtaining proof that a person has revealed 
Information with "a reason to believe that it is to 
be used to the injury of the United States or to the 
advantage of a foreign nation”, is difficult even 
during wartime, when it may be presus^ed from the 
existence of certain military restrictions and safe- 
guards that the disclosure of certain information 
would be of va.lue to a foreign goveririent and detri- 
mental to the United States. When the present war 
ends, and many of the executive orders defining 
restricted areas, equipment and information are re- 
scinded, many persons who formerly dealt v.dth classi- 
fied military information v/ill have returned to ci- ■ 
vilian life and will no longer be informed concerning 
the proper classification of this material. Proof of 
"reason to believe tliat it is to be used to the 
injury of the United States” viill then bs as diificult 
to obtain as will be proof of malicious intent. 

The law prohibiting ciis semination of informa- 
tion obtained from intercepting foreign communications 



t 
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falls to cover many aspects of the v;ork carried on 
by the cryptographic agencies of the U, Army and 
Jfavy, Moreover, many of the persons engaged in 
cryptographic vzork have little or no knowledge of 
intercept activity, ana disclostLres without such 
knoYfledge is not covered by the statute* The law 
for the protection of diplomatic codes does not 
cover military material hanuled by the Army or Havy, ■ 
Furthermore, none of the acts mentioneci above were 
written to acxiieve the objectives nov; aecired. Tliis 
latter is a desirable element since a given court's 
decision may tura on its effort to carry out legis- 
lative intent. A clear general sti-tement of our 
security purposes, enactea into law, woulo. be a 
distinct aid to eniorcement. 



O 
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V ' 

ElemeTi'ts of Proposed Ne*? Lsglglntlon 

It is suggested to the authorities concerned 
that certain elements he included in the proposed 
new legislation so as to accomplish the purpose 
desired. These are as follows; 

/ 

(a) A.Frp-?d reflnltion of "Infor-gtlon" 

This definition shoxild not be restricted 
merely to the nature of codes, ciphers or 
methods used in connection with cormunication 
^ intelligence, hut it should also include 
information concerning the resulting intel- 
ligence and the success of such activity. 

II it is deemed desirable to omit reference 
to cryptanalysis or cryptography for security 
reasons, it nay be possible to cover these 
aspects by mahing a general reference to all 
milltai*y and naval intelligence. It nay be 
advantageous to frame legislation along 
general lines after consultation with other 
branches of the armed forces. 
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(^) -A- Definite Stand^ird Defining the Inforaa- 
tlon to be Protected 

It Is not desirable to describe the 
informatioa as being of use to the enemy, or 
to say that its disclosure wotild be detri- 
mental to the United States, for such a defi- 
nition might invclre difficulties of proof. < 
It Is suggested that a sufficiently b2*oad 
basis could be acliieved by relating the Infor- 
mation to soae military standard of classi- 
fication, such as a restricted area 

or the 

normaj. cuassiricatlons of ^’Secref^, ''Confi- 
dential’’ and ’'Hestrictcd". An even broader 
basis such as "all information relating to 
mllitaiy or naval intelligence activities” 
nay be preferable. 

(c) Protectina Oleuse for Disclosures I'ace 
in Xiine oi' La tv 

This must be carefully considered by 
higher authorities since anticipated public 
investigations of certain aspects of the 
present war may very well entail official 
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disclosures of cryptanal^i^ical intelligence. 

(d) Persor'S to •'■hc:i Annlicable 
legislation should be applied to both 

Bilitary personnel and civilians. 

(e) Penalties Clause 



, ' It is suggested that for the new law, 

! • in which the offense becoraes a misdeaeanor 

and not a felony, the oaximuci penalty be not 
. . higher than ^500. CO or inprlsonnent for one 

year, Hov/ever, the present lav;s against 
: espionage and irialicicus disclosures to foreign 

i ■” governments, with their heavier penalties, 

i . should be retained. 
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Proposal for a “llitary Intelligence 
Revlf>T;lng Coermission 

will be seen from the analysis of present 
legislation that, even vrith the passage of a new 
law, only one of the two great objectives of American 
cocmninicc.tlon intelligence organizations is solved, 

Hev; legislation combined with old statutes will proba- 
bly provide proper punisiment for unauthorized dis- 
closures, and such penalties vdll have a definite 
effect against future security violations. The 
principal objective from the eomnrunication intelli- 
gence viewpoint, however, is not to penalize such 
disclosures, but to prevent them. Though the British 
Official Secrets Act, which has been studied in 
connection with tlris present project, was in full 
force for several years before dcjncging disclosures 
were made by Bnglisii ’.vriters, it v;as not able to 
prevent them. 

In the light of this experience, it is sug- 
gested that in collaboration with other tranches of 
both services a law bo passed tc establish a Uilitary 




•Intelligence Beviewing Coisriission to pass on the 
contents of any book, nevspaper or nagazine article, 
motion picture or radio .script, etc*, before pernis- 
sion for publication v.'ould be granted. Such a com- 
mittee would have no authority to censor any criti- 
cism of political or siilitary leadersj its powers 
would be strictly circutiEcribed so as to permit de- 
letion only of references to sources of military or 
naval intelligence. To offset possible criticism of 
partisanship, the membershi'p of the committee could 
comprise a fe?/ outstanding individuals of different 
political beliefs, military and naval officers, and 
also press representatives. Tills would obviate 
complaints. against a suspected military or naval 
policy of suppressing embarrassing facts, and it •jrould 
also help to obtain united congressional support. 
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■' ■ , VIII - 

Constderatlons In Procuririg Keyf Legislation. 



/ - Some of the difficulties ’Which laay be met in 

procuring desired new legislation have already been 
discussed. It is evident that fundamental principles 
of American life — freedom of speech and freedom of 
the press — 'will have to be modified soaev/Iiat In 
the future, if the ?i"ork of the ciyptanalytical agencies 
of the United States is to be unimpeded, Vet, in 
the light of the evident determination of Congress 
to maintain strong fighting forces, it is obvious 
that our legislators will do everytiiing they can to 
supplement national defenses. Though it is difficult 
to dramatize the ?/ork of cryptanalytical agencies, 
since the very nature of their operations demands 



the utmost secrecy, both interventionists and non- 
interventionists will understand the need for pro- 
tecting an activity that lias served as a scouting 
arm for our fighting forces in providing more 
accurate information concerning the enemy's inten- 
tions at less cost than any other form of intelli- 
gence. Congress will also be anxious to protect 
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tJlie interests of the nation, in the lahyrin thine ways 
of post-war diplomatic and econonic affairs. 

How is the tlae to request protection for 
■ sources of Important Intelligence^ for the domestic 
and foreign, political and economic prohlems of the 
post-war period may monopolize the attention of our 
legislators. Ihe importance of Communication Intel- 
ligence in helping to control some of the dangerous 
aspects of the post-war world should not be lost 
sight of in making a request for appropriate legis- 
: latlon. 
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Aoinex to Sr)eclal Tieoort Ho. 1 

special Report Ho« 1 emphasized the need for 
new legislation to prevent the unauthorized dis- 
closures of information concerning coaiaunication in- 
telligence activities, since present legislation, is 
deficient in that it can only penalize certain types 
of disclosures, and what is much core important, it . 
cannot prevent siailar occurrences. Eeference was 
also made to the fact tliet the British Official Se- 
crets Act of 1911, as amended in 1920, possessed 
weaknesses sialiar to those found in American legis- 
lation relating to the same information. This can 
be best demonstrated by revievring a book, published 
Just a month prior to the outbreak of World War Ivo» 
II, and reprinted tv/ice since that time. 

The book in question is The Hg.n of •pooa AO? 

The Life of Sir Alfred written by his son 

1 

Alfred V/ashlngton Er/iug. It related the life story 
of James Alfred Ev/ing, engineer, cryptographer and 
educator, v.'ith most of its pages devoted to the 
scientific and educational contributions of this 



Hutcl'.inson Co., Ltd., Lor.don and lAalbovirne; 
first edition /,u iu.s.t 1939, reprinted Octocor 
1939 and January 1940. ^ gg 




great physical, scientist. However, Chapter IX was 
devoted to his v/ar work at the Adsiralty from 1914 to 
1917, Hp until Aucust 4, 1914, Ewing, as Director 
of IJaval Education, was engaged in reforming the Bri- 
tish Navy' s educational system. On that day, Adairal 
Henry Oliver, then Director of Intelligence Division 
of the Admiralty war Staff, showed him a number of 
intercepted enemy cipher wireless messages which iiad 
been received by British listening stations, Ewing 
had become interested in code during some cable test- 
ing experiences off the coast of Druguay in 1875, and 
in 1904, he had patented a new method of detecting 
electric oscillations such as occur in wireless teleg- 
raphy, Before the war, he had devised some ciphering 

mechanisms and had discussed ciohers with Admiral 

2 

Oliver, Thus, it was natural that Admiral Oliver 
• turned to Erdng vrhen seeJcing for assistance in crypt- 
analysis* 

Chapter IX outlined the whole history of Room 
40 through the war years,. Discussing the origin end 
work of Room 40 0,3., which soon gave way to much 
more spacious quarters, it enumerated the difi'lcul- 



2 - Ibid., p?. 173-174. 
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ties that Exving had to experience before meeting 

3 

his first success. The acquisition from the Russians 
of & German code taken from the wi’eck of the Magde^ 
buTR was discussed, and Mr. ffinson Churchill, in The 
.World Crists, was quoted as an authority for the de- 
tails of the story. Mr. Churchill was also quoted 
as saying that the Admiralty, basing its orders on 
intelligence derived from enemy intercepted dis- 
patches, knew beforehand of every sortie in force 

4 

that was made by the German Ilavy dxiring the v/ar. 
Admiral of the Fleet Lord John Fisher, was also quoted 
in his published Memories as saying of Room 40 O.B. *s 
decipherments: 

One of the crov.nin.g glories of the Ad- 
miralty ... in my time, never failed 

once in that elucidation naval cipher^. (5) 

On January 23, 1915, after Ewing* s staff had 
intercepted and interpreted a series of enemy cipher 
messages, it was apparent that important movements 
of German naval forces were commencing. This intel- 
ligence, as Mr. Churchill has related, led to the 
battle of the Dogger Bank. As each enemy message 




Ibid .. 
Ibid. , 



pp. 175, 179. 
pp. 179-lBO. 
p. 1-31. 






was decoded and Interpreted during the battle, Ewing 
took it into the war room of the Admiralty where 
Mr, Churchill, Lord Fisher, Aduiral Oliver and Ad- 
miral Wilson v/ere asse3bled. Barely had such a pre- 
cise picture of a naval battle been presented to 
operational authorities. 

The progress of the British Adniralty in 
establishing directional wireless stations around the 
coast to pick up Geriaan subnariiie messages was also 
described, and the importance of Room 40 in anti- 
submarine and anti-Zeppelin ’.varfare was indicated. 

The intelligence supplied during the battle of the 
Dogger Bank had been so satisfactory to the Admiralty 
that Ev.'ing was able to increase his staff and to 
supply improved apparatus to some of the listening 
stations. In addition, both Mr. Churchill and Mr. 

Balfour, his successor, were fully av/are of the ia- 

7 

portance of this work and did much to foster it. 

Room 4-0 0,E. deciphered not only naval mes- 
sages, but also German diplomatic codes. Full de- 
tails of the Sir Roger Casement incident and the 

6 - Ihirh ^ pp, 133-134. 

7 “ XdM*# PP* 135-133. 
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8 

' Easter Rebellion in Ireland were tiuis disclosed. 

' Further details> which have already been nentioned 
■ in Special Report No. 1 . were given concerning the 
decipheniaents which revealed Ger^ian intrigue in 
Persia, and enemy espionage in Spain, and the dis- 
. > - ;■ closure of the famous Ziranerman message which had so 
irtuch influence on American public opinion was dis- 
cussed, ^ As for its success with naval messages, 

•. , ; Ewing fs son quoted Mr, Churchill, concerning the 

Battle of Jutland, v/ho said: 

. Without the cryptographer's dei.art- 

c'snt there would xiave been no Battle of 
Jutland, (10) 

Ewing's son pointed out tiiat the worn of Room 
40 continued successfully during Ewing's frequent 
absences for necessary duties in connection v/ith nis 
new post aS Principal of Edinburgh University, which 
he had assumed in 1916, Its success was due to men 
whose faculty for cryptanalysis wtis far greater than 
. . his own, for Ewing's chief function v;as to collect 

a staff, giving it such general direc- 
. tions as was necessary, In May 1917,’ Lvxing re- 



. pp. liid, 191 - 194 . 

X , IQ7 , 
p. 195. 

. ■ y>; . 196-199. 
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signed his responsibilities for Room 40 to Admiral 
Hall, Director of the Intelli-jence Division, so as 
to permit undivided attention to his imiversity 
labors. 

In the course of his narrative, E"?^lng< s son 

emphasised that British work in cryptanalysis began 

only with the opening of Y/orld \"ar I and ended when 
12 

peace came. Though it tcaiwes Little difference 
whether or not these statements were true, it is ob- 
vious that no informed observer of vrorld affairs be- 
lieved them to be true. In fact, E'.ving»s effort to 
stress the absence in England of such activity before 
and after 1914~1913 only drew attention to the exist- 
ence of an organization v/hich the statement was in- 
■ ^ tended to hide. 

Other references in this book cited the public 

tributes of Sir llaurice Hankey snd l£r. 'Vinston 

13 

Churchill to the vrork of Ev/ing in Room 40. Both 
tributes reached the public eye. sir Llaui’ice Ilankey 
stated that among tliose who had v/orked in obscurity, 
as opposed to those who had been In the limelight, 
no one deserved greater honor than Ewing, and no man 
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had done greeter service to his coiintry* 
said that E-^lng had 



U 



Churchill 



... aade a contrioution to the affairs 
of tho Adnirrilty and to the fortunes of the 
State, vjhich aight alaoot be called in- 
estimable, if only from the fact that it had 
never been recognized, (15) 

On the occasion of l!r. Lloyd George* s offi- 



1 



4 



elal visit as Lord Rector to Edinburgh University, 

16 

Mr, George said of E-singt 

His discoveries, the organization \?hich 
he set up, and v;iiat he discovered by means 
of that organ! za-cion, brought to their laiov;- 
ledge things v/ithout v.’-hich our fleet could 
not have operated successi'xilly, and ^vithout 
Wiiich it vrould have been difficialt for our 
submarine . carnpaim to hc-.ve carried on. I 
say more than that. The organization v.liich 
he set up gave us the information v/aich ulti- 
mately brought America into the v;ar. That 
story fill one day be told. (17) 

In discussing Ewing’s famous lecture, 

”Special Y/ar ?,'ork” given to the Edinburg Philo- 
sophical Institution, E7.'ing’s son maintained that it 
was delivered in view of disclosures already made 
..about Room 40 in various publications, both at hovae 
. and abroad, and because Lord Balfour desired him to 
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do so. He 'believed that a lecture in Thich details 

and conLaents likely to do harn Vfere carefully omitted 

would be desirable, since he wished particularly to 

pay, a v/ell-de served tribute to a most capable and 

IB 

devoted staff, seme of v/hora were already dead. 

Lord Balfour, who, as First Lord of the Ad- 
miralty during part of the vrar, had much personal 
knowledge of the value of the vrorh, proailseu to act 
as clialraan for the lecture, but though political 
duties urevertted hJ.s appearance, he sent a letter to 
be read aloud by the Chairsian, Lord Sands, in which 
he paid v/armest tribute to Ewing’s v;ork during the 
critical period of Balfour’s stay in the Admiralty. 
The lecture was delivered on December 13, V-y^'l bc-iorc 
an audience of nearly 1500 persons. 

On the foilov,-ing day, the Adsiiraity inquired, 
why Ewing had not as^ed their permission before ccliv- 
ering the lecture. Replying that he had taliced the 
matter over with various ivorherc of lioom 4O and that 
Lord Balfour hud known bex'ortiiand of hie inte,jtioxs, 
he stressed tiiat he cid not wish to hide behind Lord 
Balfour since he ivas not a cidiu anu felt callable of 
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forming his omi judgement as to what was suitable 
reticence and what might pro, erly be mentioned in view 
■ of the disclosures already made in certain publicatioiia^ 
However, after correspondence with the Admiralty, Ewing 
proaised not to publish anyfning cealing T?ith his war 
work wltiiout express permission, although he maintained 
that .publication of the text of the lecture would allay 
and satisfy curiosity rather than excite it, as he '.7es 
certain tiiat the narrative had enough historical value 
to justify its existence in print. 

In October, 1932, Ewing *ivas asked to attend a 
dimer of the I.D. 25 Association (Adniralty Intelli- 
gence Division), and- to his groat surprise and pleasure 
he v/as made Chairman, and cat between Admiral Hall and 
Lord Lytton, with the utmost cordiaity shov/n ail round. 
At that tlir.e iie v.as writing hie reminiscences of Room 
40 for inclusion in his coming vol'ome of papers ojid 
addresses. He sought official permission to publish 
it, but event'uaily after nuch consideration, the Admir- 
alty annouiiced its regrets that his accouiit cntitlf.d 
•*A Chav'ttr of History” cc-oia not be published. !io 
reason was given officially, but Ening guthtred -chat 
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. they had drav.'n a uistinction. betveen any publication 
./Kiilch might be brushed aside as sensational journalism 
on one hand, and a narrative that would be really 
,, authentic on the other. I>.7ing thought that he had 

• . . _ fallen on. an uTiluchy moment, when the 
sanctity of official secrets xias bteii vio~ 
latea by some '.vho sriouid j.u':ow better, and 
/ the Lords and Cemnons are, so to sreak, 

whaciting them on their backs. Anyho'i7 that’s 
that I So the book Is lv:uv going ahead for 
publication without the story of Hoom 40. (20) 

• It is evident from the foregoing tiiat many 
publicity leaks concerning Ev/ing’s activities iiad 
occurred even before Lining hiinseif disclosed them in 
j his famous lecture. It is iixterssting to note tl’iat 
most of the disclosures were cede by persons who 
forsierly had occupied positions of great authority 
in Britain, or were still holding important posts. 
Apparently no official action v/as tauen because of 
the importance and undoubted patriotism of those 
revealing the secrets. 

The point is clear, hov.'cvor, tb*at the British 
Official Secrets Act did not prevent nor penalize 
these disclosures. It is noteworthy that very camag- 
• ing revciiitiens '.7ere averted by the fact that the 
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Admiralty was able to review Ewing’s ovm account of 
liis activities* before publication. TMs further 
strengthens .the contention made in Special Verort llo. 1 
that a Military Intelligence Beviewing Copcdssion be 
set up to review all manuscripts which refer to the 
sources of military or naval intelligence. It -will 
be recalled also tiiat the French government insti- 
tuted a similar procedure in stoprjing the publication 
of General Givierge's y.enolrs . vThich his family plai'med 
to publisii after his death. 

It appears to be evident, therefore, that unless 
similar precautions are taken by the English spea^iing 
powers before the end of this war, memoirs and diaries 
published in the future by persons or great authority 
may contain revelations similar to those noticed in 
the writings, and speeciics of hr, ^inston Churcxiili, 
Lloyd George, Lord Fisher, Ambassador Pago, etc., alter 
World V.ar I. 
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